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Res.27GA/2006/Pol/04

RESOLUTION
ON
COOPERATIONIN FIGHTING CYBERTERRORISM

The Twenty-Seventh General Assembly:

Concer ned that the potential threat posed by cyberterrorism has provoked considerablealarm because
cyberterroristsare hacking into government and private computer systemsand crippling themilitary,
financial and service sectorsof advanced economies;

Acknowledgingthat terrorist misuse of cyber spaceisadestructive and devastating manifestation of
global terrorism, the magnitude and rapid spread of which isexacerbated by theincreasing cyber
interconnectivity of countriesintheregion;

Recognizing the seriousramifications of an attack via cyber spaceto critical infrastructureon the
security of the people and inthe economic and physical well-being of countriesintheregion;

Sressing theneed for cooperation between ASEAN governmentsand the private sector inidentifying,
presenting and mitigating cyberattacksand terrorist misuse of cyberspace;

Resolves to:

Urgeall ASEAN member countriesto enact and implement effectivelawson cyber crimes
and cyber security in accordance with their national interests and by referring to relevant
international entities, recommendationsand guidelinesfor the prevention, detection, reduction
and mitigation of attacksto whichthey areparties;

Call on al ASEAN member countriesto collaborate and cooperate with international and
regiond agenciesfor cyber investigation, collection and sharing of cyber information and effective
management of resources for mutually beneficial partnerships that foster international
cooperation, and coordinationinfighting crimina use of cyberspace;

Encourageall ASEAN parliamentsand governmentsto cooperate actively and help each

other in preventing theexpl oitation of technol ogy, communi cationsand resources, infurtherance
of crimina or terrorist acts, including the usefor recruitment and training purposes.

Adopted this 14" day of September, 2006, in Cebu City, Philippines.



